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Elixir Repertoire Server 7.x (Connecting via SSH Tunneling)

Introduction

In certain situations, machines hosting the Elixir Repertoire Server may be behind a
firewall that has blocked off access to all ports except port 22 which is accessible via
Secure Shell (SSH) tunneling.

1. Establish SSH tunnel via Port 22
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2. Forward <remotehost:port> to <localhost:assigned port>
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3. Access the Repertoire Server via the locally assigned port

This document serves as a form of reference for establishing a connection to a Repertoire
Server that is behind a firewall. The document provides a walkthrough using Elixir
Repertoire Server 7.1.1 and PuTTY as an example.

For earlier versions of Elixir Repertoire Server (6.4 and below), an additional port has to
be assigned and forwarded to the local host to enable access to the Java Management
Console (JMX).

Requirements

For this example it is assumed that the following has been implemented:

1. Elixir Repertoire Server is installed and running on the remote host

2. The remote host accepts Port 22 (SSH) connections

3. Users accessing the Repertoire Server from their web browsers have been
assigned the appropriate permissions and privileges

4. The PuTTY client has been installed on the local host

The PuTTY client can be downloaded from the following URL.:
http://the.earth.li/~sgtatham/putty/0.60/htmldoc/Chapter3.html#using-port-forwarding
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Elixir Repertoire Server 7.x (Connecting via SSH Tunneling)

Setting up the PUTTY Connection

Once installed, execute the PuTTY client and set up the connection details accordingly
based on the required specifications. Under “Session”, select “SSH” as the connection

type. PUTTY will assign the default port number when “SSH” is selected.

22 PuTTY Configuration 7l
Categary:
=) Session [ Basic options for your PuTTY session |
.~ Leaging + Specily the destination you want to connect to
[=)- Terminal
" Kepboard Host Hame [or IF address] Fort
Bel |wlaIHU testdrive. hp.com |22
RS Features Connection type:
- Window " Baw O Telnet © Rlogin ™ S5H ' Serial
i Appearance -
- Behaviour Load, sawe or delete a stored session
Translation Saved Sessions
Selection IHP Ux
¢ - Colours Default Settings Load
(- Connection =
- Data Save
- Prasy
Telnet Delete
- Rlagin
- 55H
e T —
© Alwaps  © Mewer 4% Only on clean exit
About Help Cancel

To key in the user name, go to the “Connection” section listed in the Category structure

22 PuTTY Configuration glx|
Categary:
T - Keyboad ] Options contraling 55H port forwarding |
Bell _
Port forwarding
i i-Features
& Window ™ Local ports aceept connections from other hosts
Appearance I~ Remate ports da the same [SSH-2 only)
- Behaviour Fonwarded ports: Remove
- Translation —I
Selection Lang3  15.1700178.90:80
i Colours
= Connect
= Dnngamn Add new forwarded port:
- Prowy Source part Add
Telnet
 Fiogin Destination
E-55H 1 Local " Remote " Dynarnic
- Kex = futo P4 PG
i Auth
= TTY
Tl
[ Tunnels
- Bugs
Serial =
About Help Cancel

on the left. When done, collapse the “SSH” node and select “Tunnels”.

Port Forwarding

Setting up a tunnel via an SSH connection
allows a port on the local host to be bound
to a port on the remote system.

When connected, this enables users to
connect to a specified port on their local
host and have it transparently forwarded to
the port on their remote server.

Key in the “Source port” field to assign a
port on the local machine for the
forwarding process. Enter the IP address
plus port number (remotehost:port) in the
“Destination” field. Check the “Local”
radio button and click on “Add” to the

details displayed on the forwarded ports list.

Note: The PuTTY SSH connection to the remote host must be kept open whenever users

want to access the Repertoire Server.

| Optionz controling S5H part fonaarding

— Part fanwarding
[ Local ports accept connections from other hosts
[ Femate ports do the zame [S5H-2 only]
Fonmarded ports:

Add new fonmarded port;

i Bemove |

Source port IBDBS Add
Deztination |1 5170173.90:80

* Local {~ Remate ™ Dynamic
LC Ty ] L Ve
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Elixir Repertoire Server 7.x (Connecting via SSH Tunneling)

Testing the SSH Connection

Open the connection in PuTTY as well as the event logs to test if the port forwarding is
successful. A sample of the event log would look like this:

2007-11-02 17:23:56
2007-11-02 17:23:56
2007-11-02 17:23:57
2007-11-02 17:23:57
2007-11-02 17:23:57
2007-11-02 17:23:57
2007-11-02 17:23:58
2007-11-02 17:23:59
2007-11-02 17:23:59
2007-11-02 17:23:59
2007-11-02 17:23:59
2007-11-02 17:23:59
2007-11-02 17:23:59
2007-11-02 17:23:59

Looking up host "vital90.testdrive.hp.com"

Connecting to 15.170.178.90 port 22

Server version: SSH-2.0-OpenSSH_4.4p1-hpnl2vl1

We claim version: SSH-2.0-PuTTY_Release_0.60

Using SSH protocol version 2

Doing Diffie-Hellman group exchange

Doing Diffie-Hellman key exchange with hash SHA-256
Host key fingerprint is:

ssh-rsa 2048 b6:6b:78:bf:15:04:31:7f:6d:61:2a:8e:d7:d5:2f:41
Initialised AES-256 SDCTR client->server encryption
Initialised HMAC-SHAT1 client->server MAC algorithm
Initialised AES-256 SDCTR server->client encryption
Initialised HMAC-SHA1 server->client MAC algorithm
Reading private key file "C:\Documents and Settings\Adrian Song\My

Documents\HP VM\id_rsa_vital90.ppk"

2007-11-02 17:24:01

Writing new session log (raw mode) to file: C:\Documents and Settings\Adrian

Song\My Documents\HP VM\putty.log

2007-11-02 17:24:02
2007-11-02 17:24:02
2007-11-02 17:24:03
2007-11-02 17:24:03
2007-11-02 17:24:03
2007-11-02 17:24:04
2007-11-02 17:24:04

.1
.1
.1
-1
-1
.1
.1
.1
-1
-1
.1
£ 1

Offered public key

Offer of public key accepted

Access granted

Opened channel for session

Local port 8083 forwarding to 15.170.178.90:80
Allocated pty (ospeed 38400bps, ispeed 38400bps)
Started a shell/command

For versions 6.4 and below, users should see an additional local port forwarding line to
enable access to the Java Management Console.
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Elixir Repertoire Server 7.x (Connecting via SSH Tunneling)

Testing Web Access

If the abovementioned process have been executed successfully it’s now time to test
accessibility of the Repertoire Server via the web browser (version 7.x onwards). In the
web browser, key in “localhost:<port>" where <port> refers to the “Source Port” number
that was specified in PuTTY. Users would be able to see the log in page if correctly set

up.
¥ Elixir Repertoire Server: Login - Mozilla Firefox D] ilJ
File Edt View History Bookmarks Tooks  Help
B < % |5 nitmuifiocahost 2083 ogin ti7returnsfindex. Atmi3Fnull 2| B [[Cl=] conate L
W Getting Started [ Latest Headines [} TWikd's Mainweb (5 Re: Restore to @ new...
|| Manage Yirtusl Servers chawn - Google Search [EH] Linuse and UNIX chown comm... N/ chown - Wikipedia, the frez .. | B Elixir Repertoire Server:... (3 ';
Elixir Repertoire Server
Login
Username |admm\
Password -
Login |
At this point the event log in PuTTY would list the following line entries:
2007-11-02 17:38:20 Opening forwarded connection to 15.170.178.90:80
2007-11-02 17:38:25 Opening forwarded connection to 15.170.178.90:80
¥ Eliir Repertoire Server - Mozilla Firefox 18] x|

File Edt Yiew Hstory Bookmarks Tools Help

@ - - @ Q 57 hitpsi flacalhast:6083/index, himlzrul > | B |[Gl=]cooq

4 Getting Started [ Latest Headlines (5 Twiki's Main weh (5 Re: Restors bo a new.

Repertoire User Remote Administration Help Logout Server 7.1.1
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] JubOutput
0 nes

] Scheduler

The set up would be deemed successful if the following criteria are met:

[S—

Port forwarding successfully executed
Able to login and access Repertoire Server from the web browser

w

formats using the remote designer

Note: The above steps to establishing an SSH connection also applies to users running

the remote designer.

Able to download, execute create, retrieve and update the various reporting file
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