Elixir Repertoire Server with Secondary LDAP Authentication
A. Setup for Apache Directory Server
Go to the following url and download the apacheds which matches the environment setting on your system.
URL Link: http://apache.oss.eznetsols.org/directory/apacheds/unstable/1.5/1.5.0/
Installation of apacheds

For this case, the apacheds is setup on windows environment, apacheds-1.5.0-win32-setup.exe is used.
1. Execute the apacheds-1.5.0-win32-setup.exe to begin with the installation.
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Click on the Next button to proceed on.

2. Second screen is the License Agreement. Select the I accept the agreement option in order to proceed on with the installation. Click on the Next button to proceed on.
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3. Third screen is the destination location where the apacheds installed files going to place at. Modified the installed directory if required, otherwise clicked on the Next button to proceed on.
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4. Fourth screen is the Start Menu Folder setting. The default name of the folder would be apacheds, modification can be made to the folder name if required. Click on the Next button to procced on.
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5. Fifth screen is the creating of the desktop icon. 
Check on the Create a desktop icon to create and place the shortcut key on the desktop.
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Click on the Next button to procced on.
6. Sixth screen is the pre-installation screen. Verify all the setting made in the previous steps and click on the Install button to complete the apacheds installation.
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Start the apacheds service

1. Go to the start menu, and look for the apacheds option. Select the Service Settings option.
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2. The Apacheds Properties dialog would be launched.
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Click on the Start button to start the apacheds service.
B. Setup for LDAP studio
Go to the following url and download the LDAP studio which matches the environment setting on your system.
URL Link: http://directory.apache.org/studio/downloads.html
Installation of LDAP studio
For this case, the ldap studio is setup on windows environment, LDAP_Studio_0.8.1_Windows.exe is used.

1. Execute the LDAP_Studio_0.8.1_Windows.exe to begin with the installation.
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Click on the Next button to proceed on.

2. Second screen is the License Agreement. Select the I accept the agreement option in order to proceed on with the installation. Click on the Next button to proceed on.
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3. Third screen is the destination location where the LDAP studio installed files going to placed at. Modified the installed directory if required, otherwise clicked on the Next button to proceed on.
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4.  Fourth screen is the Start Menu Folder setting. The default name of the folder would be LDAP Studio, modification can be made to the folder name if required. Click on the Next button to procced on.
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5. Fifth screen is the creating of the desktop icon. 

Check on the Create a desktop icon to create and place the shortcut key on the desktop.
Check on the Create a Quick Launch icon to create and place the icon key on the Quick Launch toolbar.
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Click on the Next button to procced on.

6. Sixth screen is the pre-installation screen. Verify all the setting made in the previous steps and click on the Install button to complete the apacheds installation.
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Start up of LDAP Studio

1. Go to the start menu, and look for the LDAP Studio option. Select the LDAP Studio option. LDAP Studio program would be launched
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Setup a LDAP connection
Below show the basic setup for a new LDAP connection with the use of imported LDIF file.

1. Create a new LDAP connection.
Select File -> New… option, New wizard dialog would be launched.
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To create a new LDAP connection, select the LDAP connection option. Click on the Next button to proceed on.

[image: image17.png]E e |

Select a

ard

j
!

wiards

type fiter text

(= (& LDAP Browser

9 108 stch peratin
¥ Lo#P sookmarc
i LDAF Connecfon |
5 wompnty
# Lose seach
5 e
(& schemas Editor

@ <ok | o





2. Enter a name for the Connection name. 
For the network parameter, the hostname is set to localhost with the Port number set 10389. Encryption method is set to No encryption.
Click on the Next button to proceed on.
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3. The Authentication method is set to Simple Authentication.
For the Authentication Parameter, the Bind DN or user is uid=admin,ou=system. The Bind password is secret.
User can click on the Check Authentication button to verify the authentication is successful.
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Click on the Finish button to complete the LDAP connection setup.

4. The newly created LDAP connection is shown under the Connections panel. 
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If the connection icon is appeared as grey out, it means that the connection is not yet established. To establish the connection, right-click on the selected connection name and select Open Connection option.
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The connection icon colour would appear as gold colour, which means the connection is established successfully.

5. Next is to import a LDIF file into a LDAP file. 

Select File -> Import… option, Import dialog would be launched.
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Select LDIF into LDAP option and click on the Next button to proceed on.
6. For the LDAP file field, click on the Browse… button to locate the ldif file. For the Import into field, click on the Browse… button to select the LDAP connection used.
Click on the Finish button to complete the LDIF importing.
[image: image24.png]2 LDIF Import

LDIF Import

Please select @ connection and the LDIF to import

A

LDIF fie:

CiProgram Fis!Apache Software Foundation|apacheds- 1.5.sarmpleiDemo-LDAP-ApacheDS Idf v

Browse,

Import into: | New connection 1

Logging
Enable logging

@ Use default logfile:
O use custom lagfile

C:iprogram Fils\Apache Softwere Foundation|apacheds-1 5 0lsample|Demo-LDAP-ApacheDS i Jog Brouse.
[overwite existing logfile

[ continue on error

Cancel

P T





7. Under the LDAP Browser tab, the dn, ou and dc structure and details should be displayed.
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C. Setting up Elixir Repertoire Server
1. Go to the <config> directory and open the ERS2.xml file to edit the LDAP settting.
Sample of the LDAP authentication configuration

<ers:mbean name="ERS2:name=LDAPUserRoleAuthentication" class="com.elixirtech.ers2.security.ldap.LDAPUserRoleAuthentication">


<ers:property name="Enabled">true</ers:property>


<ers:property name="LDAPServerURL">ldap://localhost:10389</ers:property>


<ers:property name="AuthenticationType">simple</ers:property>


<ers:property name="Realm"></ers:property>


<ers:property name="UsersDN">ou=people,dc=example,dc=com</ers:property>


<ers:property name="UserAttributeKey">uid</ers:property>


<ers:property name="GroupsDN">ou=roles,dc=example,dc=com</ers:property>


<ers:property name="GroupMatchKey">roleoccupant</ers:property>


<ers:property name="GroupReturningAttribute">cn</ers:property>

</ers:mbean>
2. Go to the <bin> directory and execute the startServer.bat
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3. Launch a web browser and enter http://localhost:8080 in the URL field.
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Enter an LDAP username and password to login. For this case, username user.1 with password password is used to login to the server web interface. The server index page would be displayed if the LDAP user has login successfully.
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Note: Upon successfully login, the LDAP user information would be added to the Elixir Repertoire Server database successfully.
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D. Password change for LDAP user

LDAP user is only allowed to change their password at the LDAP level. 
The steps below would demonstrate how the administrator can modified a LDAP user password with the use of LDAP Studio.
1. Select a LDAP user from the LDAP Browser tab. For this case, user.1 and its details would be displayed under the Entry Editor tab (on the right panel).
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2. To change the password, double-click on the userpassword field and Password Editor dialog would be displayed.
Select the New Password tab in order to change the password.
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Enter the new password under the Enter New Password field and click on the OK button to save the changes made.
3. Back to the Elixir Repertoire Server login page, enter the username user.1 with its new password and observe the behaviour. 
Retry the login with the old password and observe the behaviour.
Notice that the LDAP user can still login successfully with their old and new password. This is due to RESET action has not been triggered.

In order for the LDAP user(s) to be able to login with their new password, administrator is required to trigger the reset LDAP users function. Otherwise, LDAP user can only login using their old password.
Go to the Administration -> Users page and click on the Reset LDAP Users button.
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Alternatively, you can reset the LDAP users using the REST action.
Post the following URL:


http://localhost:8080/tool/admin/users.html?action=ResetLDAPUsers
This action would reset the LDAP users’ password changes.

4. To verify if the LDAP user can login with their new password, go back to the Elixir Repertoire Server web interface and enter the LDAP user username and new password.
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If LDAP user try to login with their old password, it will fail to login successfully.
E. Frequently Asked Question

Q1. What happens when a valid user in LDAP Server attempts to login to Repertoire Server?
The specified user account details such as username and password will be copied and stored in the Repertoire Sever databases.
Q2. What happens when a user is deleted from LDAP Server?
Deleted user will fail to login to the Repertoire Server as authentication checking would be sent in between Repertoire Server and LDAP server. So, if the user no longer exists in the LDAP server, Repertoire Server will deny the access of the user.

Q3. What happens when a user change his/her password in LDAP?
User will be still be able to login with his/her old password instead of the new password. This is due to the LDAP server cache setting. In order to allow the user to login with their new password,
1. Restart the LDAP server to clear the LDAP caching.
2. User with admin privilege will be needed to perform the “Reset LDAP Users” action in order for the new password to take effect.
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